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Mobile Security Tools for Rights
Defenders and Activists
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About The Guardian Project

An Open Source Software project started in 2009 focused
on building mobile applications and developer tools for
anyone looking to protect their personal data and
communications from unjust intrusion and monitoring.

About Me
My many hats include product & project management,
usability testing, program deployment and training.
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Credit: https://secure.flickr.com/photos/redjar/388484367/
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B This'is a global phenomenon

Credit: https://secure.flickr.com/photos/47421217@N08/5423296010/






By Rau~w¥ JEFFRIES / Wockiy World News
WASHINGTON — Right now,
computer hackers have the ability to
turn vour home computer into a bomb
and blow you to Kingdom Come — and

they can do it anonymously from
thousands of miles away!

Experis say the recent “break-ins” e —
that paralyzed the Amazon.com, 200 & b’ow our 'T"a:'_“—"- =
Buy.com and eBAY websites are tame ; WL ey

compared to what will happen in the
near future

Computer expert Arnold Yabenson, pres- fam,’ 'o et = = 1=
ilent of the Washingtop-hased consumer F e ;
group National CyberCrime Prevention .
Foundation (NCPF), says tl'ml s Enr n-. CEH- '
puler crime is ﬁ_mr[l T

the tip of the boebery

B "Mobile Securlty is beginning to resemble

the least of our worries,

told Weekly World News. trad|t|ona| enterprlse Securlty

“There are brilllant bt
lous hackers out there

developed technologies that the [ assassin to send someone an e-mail | hackers.” “Instead of blowing up a single
average persen can't even dream of. | with an innocent-looking attachment Yabenson points out that these dan- | plane, these groups will be able to
Even people who are familiar with | connected (o itl. When the receiver | gerous sociopaths have already: patch inko the central computer of a

e ELEFY downloads the ® Vandalized FEI and U. 5, Army | large airline and blow up hundreds
| ibﬁ il k d h attachment, the | websites. of planes at once,
Credit: http://blog. havl(e QHE,e.qrg/ Hreu eut electrical corrent ® Broken into Chinese military “And worse, this e-mail bomb
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Activists'e _ kers are often at odds
powerful loCe hat include governments
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Fundamental, high-level risks include wireless
networks and their operators

Hello... Hello...

where Perceived Path Where
are you? | S S U are you?

Actual Path

GSM Network Operator




Trivial attacks include SMS filtering, call logging,
targeted network shutdown

Hello... Hello...
where

are you?

where
are you?

Network
S 2/ Monitoring

GSM Network Operator
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— —Driving the point home with OpenBTS
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& | A rrest or inspection is often accompanled v*""" Z
< -arch and seizure of mobile devices 3
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Credit: http://technosociology.org/ -



Full physical extraction is simple thanks to
Cellebrite UFED forensics devices
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Credit: http://www.cellebrite.com/forensic-products






Everyday Mc iternet Free

| ' Mobile users in censorship states require a
usable method to circumvent content filters,
firewalls and monitors. This could be for
anything from watching online video to reading
blogs or communicating safely with friends. The

- ity to access whatever content they would

ages open society

.




Activists + Citizen Journalists

—
KCitizen journalists and activists in the\
street need a way to safely share

updates, photos and videos without

Interception or monitoring by the
authorities.

R s =




“An undercover human rights researg;hér
traveling through a remote region without .
mobile data service needs to document local
conditions using video, audio and photo

capture. Encrypted on-device storage and eas
permanent erasure is paramount. |

.




Election monitoring teams need to
distribute low cost devices to
community organizations to report on
issues. Tamper-proof, secure
communication via instant messaging
or emaill Is required to coordinate

volunteers and organizers.

ection Monitoring
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Web Browsing

Email

s

Chat & SMS

Media Capture
& Sharing



Web Browsing

Chat & SMS Pidgin / Adium
- WITH ESS
ﬁ .
'

Media Capture & WITNESS
Sharing



We're trying to establish a set of mobile tools

targeted at filling the needs of this community

y



FCC Questions BART Network Shutdown

il n FCC investigator said eritics of San Francisco's
commuter train cell phone shutdown raise "very valid

points," as the commission investigates whether the
transit authority violated First Amendment rights.

Why should you care?

Brown Veto Allows Warrantless Cellphone Searches

By David K Octobe 2011 | 11:09 am | Categorie
3 Follow Sdmbkravets - 2,008 follo

California Gov. Jerrv Brown is vetoing
1 to obtain a court
iile phones of
y arrest.

iced Monday, means
ybody in the Golden
at person's mobile
tal age likely means
~mail, call records,
inking activity,

1d even where the

are given wide

iincident to an

se of officer safety.

‘e beginning to

55 searches of

g time of an arrest.

1 5 1
. dicated

ElLike |3 Tweet +1 g the rights of
salls from civil
liperues groups and s pub n to sign
the bill — saying only that the issue is too

complicated for him to make a decision about.




Why should you care?

) www.cnn.com/2011/10/10/tech/mobile/mobile-tools-for-protest/index.html

INTERNATIOMAL | MEMICO | ARABIC
TV: CHNNUS | CNINi | CNN en Espafiol

Video NewsPulse U.S. World Politics

'TECH: NEWSPULSE

Netflix whiplash stirs angry AR RRORREERR
mobs — again

Computer virus hits U.S. drone TN
fleet

Cashmore: I'm in love with Sirl TR
Our future: Empty pockets, — [|[II[IIINININ
except for phones

Millions without BlackBerry T
service

Explora the news with NewsPulse »

STORY HIGHLIGHTS Editor’s note: Amy Gahran writes about mobile tech for CNN.com.
She is a San Francisco Bay Area writer and media consuitant

ing from and about
= o mtatious.com, explores how people communicate in

Waiting for i.cdn.turner.com...




How can developers help?

"Too often, user privacy is an afterthought in the design of
computer software and online services. In recent months, social
networks have rolled back changes, cell phone manufacturers
have altered the way that location tracking data is stored [...] For
companies, the costs in lost consumer confidence, fines, and
corrective measures can be substantial. Everyday users pay a
price as well, and for victims of domestic violence, political
protesters, whistleblowers, and others whose safety and livelihood
could hinge on their privacy, those costs can be devastating"

- Brian Robick
ACLU, Director of Technology ACLU-WA

w

]
Credit: http://www.aclu-wa.org/blog/software-developers-can-put-privacy-first



Design Goals

v e Hide the user and their networks
e Simplify security through good Ul+UX
e Consider physical and network threats
e Know the user & localize everything
e \Work everyday and in crisis
e Free as in beer & free as in speech
e Support widest range of hardware




What about the apps?



Orbot Q

The Android port of Tor, Orbot provides
censorship circumvention and anonymity to
mobile data traffic.

I’z
L poveredbyheTorproject )

Basics:

e Designed for simplicity

e "Just works" across 2G, 3G, WiFi
PR vt Advanced:
oo - e Transparent proxying w/ root

v

/ ,' Account and Sync Settings

e Supports Tor Bridges and hidden
services

“

ml
(93
0

(

Source: https://gitweb.torproject.org/orbot.git/




Orbot

The good:

e Streamlined Ul & usability compared to
desktop versions of Tor
e Transparent app proxying is simple yet powerful

The bad:

e Root permissions required
for custom iptables rules

| & Are you using Tor? =

Q| | & torprojectorg orproject.org | (€ 3 Q) M| Feedback ~| [~

] safermobile * (] Guardian * [ Personal = [] ReaditLater v D Bookmarks +

Sorry. You are not using

If you are attempting to use a Tor client, please refer to the Tor website and specifically the instructions for configuring your Tor client.

8no ’ Vidalia Control Panel

Status
Connected to the Tor network!

Vidalia Shortcuts

0@
Stop Tor Setup Relaying
@View the Network ' Use a New Identity

BB Bancwidth Graph (@) Help € About

Message Log /<. Settings BExil

\z‘ Show this window on startup




Orbot @

Some usage statistics - are we reaching the right users?

1 United States 37.6% (7,364) 2 Saudi
Arabia 9.8% (1,918) 3 Germany 7.6%

: (1,492) 4 United Kingdom 5.0% (979) 5
81,972 total installs (users) France 3.4% (667) 6 Canada 2.5% (488) 7

19,587 active installs (devices) iy 2 3% (450) 8 Australia 2.2% (428) 9

Netherlands 1.7% (342) 10 United Arab
Emirates 1.5% (303)

= YESSS. Pandora radio on my Android in CGanada.
Il Thank you Orbot & XDA. So happy.

@Renypowa 2 months ago
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Congratulations.

PG A privacy enhanced web browser that supports

configured to use

Tor. proxies.

Please refer to the Tor website for
further information about using Tor
safely. You are now free to browse the
Internet anonymously.

Additional information:
Your IP address a to be: 74.120.12.135
This small scri powered by tordnsel

Woull B 11:35

ssssssss

J— . Basics:. _ |
Display images on Wb pages e "Torified" web brOWS|ng allows
Enable Javascript [ circumvention of web filters and
Set homepage ® firewalls
e Root privileges not needed

e Simple privacy-oriented settings:

Clear cache

Clear all cached page content

Send referrer informatior —

et womatonmayevesyou || o cookie white-listing
o user agent manipulation, etc.

Clear cookie data
Clear all the browser cookies

A~

Cnnlkie hehvainnr

Source: https://github.com/guardianproject/orweb




T s Wonll @ 11:59
® chat with gptest2@jabber.org

Gibberbot o

A secure, no logging instant messaging app

for Android

This is a big relief! {Send |

Egﬁﬁﬁﬁﬁ Key Features:

@ $ % & * + ()

STTTT11] e XMPP and OTR for cross-

_ _ Woall @ 11:59 G E

=11 - 11 compatibility
. e Usable with GTalk, Jabber or any
aptest2@jabber.org self-hosted, secured server

Status:
® Online

Their Fingerprint (Verified)

o Facebook chat (OMG!!)
e Auto-encrypts chats when avalil.

3A131DOFAF04D72296691B

8C506777D9D267100A

Your Fingerprint

Advanced Features:

26AA3F374BEOAOESAC1T13A0

4D00C3149E1B2E48C4

Scan Fingerprint

Verify Fingerprint

—

®

Your Fingerprint

e Barcode-scanner key verification
e Orbot (Tor) for anonymity

Source: https://github.com/guardianproject/gibberbot




ObscuraCam ‘

A secure camera application developed to

Improve visual privacy. Partnership with
WITNESS.org

o O bS 'ra Ca m Feo%ftﬂn[ti? fi(; detection

e Multiple redaction options
e Metadata scrubbing

e Straightforward sharing
(android.media.FaceDetector)
Take Picture Choose Media

¢ V& A G ® Bl I 12:07 Upcomlng

e Advanced metadata tools
e \ideo!

Source: https://github.




Time for a Demo?
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InTheClear @

Set of tools specifically designed for those

at risk of device confiscation or arrest.

Currently in beta test (not yet in Market).
Basics:

ﬁ e One-click emergency SMS alert
Emergency SMS Data Wipe e Configurable device wipe
e Cross-platform support:

o Android
Setup Wizard ..’/ Emergency SMS o Symbian / J2ME
o BlackBerry

Woull B 5:34

Choose Send to begin broadcasting your
Emergency SMS repeatedly until you manually
stop it or your phone loses connectivity or
power. You can optionally change your message
and recipient(s) below.

Recipient
e | 2125551212

Emergency I was participating in a
Message protest today and may
bein trouble...

Send Emergency SMS

Source: https://github.com/safermobile/intheclear




Other Apps - TextSecure

A & i @ s:59pm

Security-enhanced text messaging
application that serves as a full replacement

TextSecure Messaging Detected fo r StOCk m essag | n g a p pl ICatI on.
You have received a message from someone P rOS :

who supports TextSecure encrypted sessions.
Would you like to initiate a key exchange so
you can communicate securely? e Also based on OTR standard

e Simple / automated key exchange and verification

Cancel

cons:

e Closed source
e Vulnerable to SMS filtering attacks

Sent: 9:017am

Sent: 9:02am

Me: Hello world

Sent: 9:03am
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Other Apps - K9 & APG o

Together provide open source PGP / GPG
Pass Phrase email for mobile devices.

Derek Halliday (Guardian
Project)
<derek@guardianproject.info>

‘ ‘ Cancel
1A B @ 12:44

Manage Public Keys

o Florian

¥ @965819e (RSA, 4096hit)
b2240536 (RSA, 4096hit)

6319e59b (RSA, 4096hit)

Oliver
<anti@thei.st>

() Programmieramt

DNN

A 2ba7398a (RsA, 4096bit)
2198ebba (RSA, 4096hit)
643c6104 (RSA, 4096bit)

Test Key

<somewhere@somewhere.net>

Thialfihar
<thi@thialfihar.org>

A 11120ba5 (RsA, 8672bit) Vi
d9b13a74 (RsA, 8192bit) i
4295dfcc (RsA, 8192hit) =)

[ A NN

Source: https://code.google.com/p/k9mail/

Pros:

e Open Source mobile PGP email (!!)

cons:

e Some usability issues persist
e Wise to use with a separate 'mobile' keypair currently

https://code.google.com/p/android-privacy-guard/




Developer Tools - Orlib 0

e ORLIib: a drop-in library for any Android app that wants to
connect to Tor; adds SOCKS and HT TP proxying
capabilities using the same standard Socket and
HTTPClient libraries of Android

Source: https://github.com/guardianproject/orlib




Developer Tools - SQLCipher @

e SQL Cipher
o An encrypted layer on top of the sqlite mobile
database
o Ported from existing open-source project on iIOS and
WinMo, with modified "android.database" package
API
o Originally developed by Zetetic (http://zetetic.net/)

Notecipher - a simple passphrase protected
notepad app illustrating best practices for
implementing SQLCipher. (in Market)

Source: https://github.com/guardianproject/android-database-sqlcipher
https://github.com/guardianproject/notepadbot




Developer Tools - SQLCipher

e SQIL Cipher - an illustrative terminal listing

~ sjlombardo$ hexdump -C sqlite.db
00000000 53 51 4¢ 69 74 65 20 66 6f 72 6d 61 74 20 33 00 [SQLite format 3.|

000003c0 65 74 3274 32 03 43 52 45 41 54 45 20 54 41 42 |et2t2.CREATE TAB|
000003d0 4c 4520743228 61 2c 622924010617 11 11 |LE t2(a,b)$.....|

000007e0 20 74 68 6520 73 68 6f 77 1501 03 01 2f 01 6f | the show..../.0|
000007f0 6e 65 20 66 6f72 20 74 68 65 20 6d 6f 6€ 65 79 |ne for the money|

versus
~ $ hexdump -C sqlcipher.db

00000000 84 d1 36 18 eb b5 8290 c4 70 0d ee 43 cb 61 87 |.76.2..7p.?7C?a.|
00000010 91 42 3c cd 5524 ab c6 c4 1d c6 67 b4 €3 96 bb |.B<?U$???.7g?7.7|

00000be0 dc 77 5¢ 6¢ de c6 d3 be 43 49 48 3¢ £3 02 94 a9 [2w\I22XCIH>?..2)
00000bf0 8¢ 99 ee 28 23 43 ab a4 97 cd 63 42 8a 8¢ 7c ¢6 |..2(#C22.2¢B..|?|

A O

2(C el 1EeSIC
S et St o B S e 2l




Developer Tools - SQLCipher @

e SQL Cipher - what's required to implement?

1. Add a single sqlcipher.jar and a few .so’s to the application libs
directory

2. Update the import path from android.database.sqlite.” to info.
guardianproject.database.sqlite.” in any source files that
reference it. The original android.database.Cursor can still be
used unchanged.

3. Init the database in onCreate() and pass a variable argument to
the open database method with a password*:

SQLiteDatabase.loadLibs(this); //first init the db libraries with the context
SQLiteOpenHelper.getWritableDatabase(“‘thisismysecret’):

Check out NoteCipher source for a working example:
https://github.com/guardianproject/notepadbot




What's Ahead? @

Portable Shared Security Tokens (PSST)
e \We've found that identity management is a big sticking
point for many of our end-users
e \What about identity tokens that can easily and securely
sync between computing contexts?

Open Source Telephone Net (OSTN)
e CSipSimple is a great Open Source SIP client for Android
that supports ZRTP
e Presents issues for novice (or advanced!) users on
configuration
e International context of our target users poses a latency
issue that, for now, is solved with "use Skype"




Thank You!

We're under active development and seeking
developers, designers, users, and partners for our work.

Visit: https://guardianproject.info

Follow: @guardianproject

IRC: guardianproject on freenode or oftc

Code, Issues & Betas: https://github.com/guardianproject




